
Privacy Instruction
From Theory to Practice

Sarah Hartman-Caverly

Alexandria Chisholm

Reference & Instruction Librarians

Penn State Berks

Image courtesy of Pexels

https://www.pexels.com/photo/woman-sitting-holding-smartphone-between-two-men-and-two-women-1083627/
https://creativecommons.org/licenses/by-nc-sa/4.0/


Why Privacy?
● Shared interest in privacy literacy
● Neglected topic in IL instruction
● Opportunities:

○ First Year Seminar (FYS) workshop 
series started in Fall 2017 

○ Student Affairs seeking partnership 
on their new student leadership 
series, Paws for Success

● Scaffolded approach leveraging both 
curricular (FYS) and cocurricular 
(Student Affairs) partnerships
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Framework/theoretical context

Image courtesy of Pexels

https://www.pexels.com/photo/photo-of-people-on-building-under-construction-1117452/


ACRL Framework for Information Literacy
Information has Value
Knowledge Practices
Learners who are developing their information literate 
abilities:

● understand how the commodification of their 
personal information and online interactions affects 
the information they receive and the information they 
produce or disseminate online;

● make informed choices regarding their online actions 
in full awareness of issues related to privacy and the 
commodification of personal information.

ACRL. (2016). Framework for information literacy for higher education. Retrieved from http://www.ala.org/acrl/standards/ilframework
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Privacy Framework

Wissinger, C. L. (2017). Privacy literacy: From theory to practice. 
Communications in Information Literacy, 11(2), 378-389. Retrieved from 
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Workshops

"Privacy blue with icon" by Richard Patterson under  CC BY 2.0 via Flickr 

https://www.flickr.com/photos/136770128@N07/42490133961/in/photostream/
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Privacy Workshop Learning Outcomes
Students will be able to:

1. recognize how their personal data and metadata are collected, along with 
the potential implications of such data collection 

2. assess how their data is shared and make informed, intentional choices to 
safeguard their privacy 

3. identify privacy issues facing our society 
4. describe the positive case for privacy as a human right fundamental to 

individual well-being 

Privacy Workshop Guide:  https://guides.libraries.psu.edu/berks/privacy 
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Exploring Personal 
Data Collection

Three types of data:

1. Consciously given data - your name, 
email, date of birth. 

○ ACTIVITY = reflection stations
2. Automatically monitored data (a.k.a. 

metadata) - where you log in from, 
what time you do it, where else you 
visit on the web. 

○ ACTIVITY = explore web browsers 
& ad profiles

3. Modeled data - predicted from other 
data, such as your quantified 
attractiveness or trustworthiness.

○ ACTIVITY = case studies

Types of data:  Ip, C.  (2018, September 4).  Who controls your data?  Engadget.  
Retrieved from https://www.engadget.com/2018/09/04/who-controls-your-data/ 
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Reflection Stations 
Exploring Consciously given data & more

"html php java source code" by Markus Spiske under  Public Domain via Flickr
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Web Browsers & Ad Profiles 
Exploring automatically monitored data AKA Metadata
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Web Browsers & Ad Profiles 
Exploring automatically monitored data AKA Metadata
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Case Studies 
Exploring Modeled Data

"binary damage code" by Markus Spiske under  Public Domain via Flickr

https://www.flickr.com/photos/markusspiske/28227210988/
https://www.flickr.com/photos/markusspiske/
https://creativecommons.org/publicdomain/zero/1.0/
https://www.flickr.com/


Bringing it all together
Developing Individual Privacy Preferences 

Image courtesy of Pexels

https://www.pexels.com/photo/group-hand-fist-bump-1068523/


Workshop Action 
Items

1. Privacy toolkit
2. Resources to learn more
3. Advocacy groups

“Stop Watching Us” by Elvert Barnes under CC BY-SA 2.0 via Flickr

https://www.flickr.com/photos/perspective/11826794843
https://www.flickr.com/photos/perspective/
https://creativecommons.org/licenses/by-sa/2.0/
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Digital Leadership Workshop Learning Outcomes
Students will be able to:

1. recognize that online behavior is persistent and there is no guarantee that 
it will remain private (despite privacy settings)

2. anticipate how perceptions of their online behavior can impact their 
personal and professional opportunities and make informed, intentional 
decisions regarding their activity

3. align their online activity within the context of their future profession
4. model constructive online behaviors as student leaders and future 

professionals
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Activities

1. Investigate social media 
policies/guidelines within various 
vocational fields

2. From the perspective of various 
entities (i.e. employer, professor, grad 
school admissions professional, 
mentor, romantic partner, parent, etc.), 
groups explore how online behaviors 
can impact relationships and 
prospects

3. Compose a privacy mantra (i.e. 
DYFSAF - do your future self a favor)
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Assessment

"Privacy and Encryption" by Richard Patterson under  CC BY 2.0 via Flickr
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Student Feedback (Privacy Workshop)
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Takeaways & Questions
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Privacy Workshop Guide:  
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